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A System and its Specification

Specification: System:

Var: integer X,, integer X,; X=X +X,

Init: X,>1 A X,=0
Trans: X';= X;+X, A X',= X,+1

Safe: 7 EF (X,>X,)

Verifiers (ALV, FAST, LASH, TreX, etc.) may be unable to check safety
because:

- the Safe property is in general undecidable,

- for backward reachability the initial states are not taken into account,
- for forward reachability the unsafe states are not taken into account.



Verification using Specification

Proposed method:

1. Specification = Constraint Logic Program

2. Constraint Logic Program = Specialized Constraint Logic Program

3. Specialized Constraint Logic Program = Specialized Specification

Verifiers are applied to the Specialized Specification.




1. Specification = Constraint Logic Program

Var: integer X;; integer X,; X=X +X,

Init: X;>1 A X,=0 X=X+

Trans: X';= XX, A X',= X,+1
Safe: 7 EF (X,>X,)

(a Kripke structure)

==

Bw:

1. unsafe «— X,21 A X,=0 A bwReach(X,,X,)

2. bwReach(X,,X,) «— X';= X;+X, A X',= X,+1 A bwReach(X',,X,)
3. bwReach(X,,X,) <« X,>X,

Th 1: the system is safe iff unsafe & M(Bw)



1. Specification = Constraint Logic Program

Bw :

unsafe « init,(X) A bwReach(X)

bwReach(X) « t,(X,X") A bwReach(X")

bwReach(X) « u,(X)




2. CLP = Specialized CLP (1)

Bw:
1. unsafe «— X;21 A X,=0 A bwReach(X,,X,)

2. bwReach(X,,X,) «— X';= X;+X, A X',= X,+1 A bwReach(X’,,X’,)
3. bwReach(X,,X,) <« X,>X,

Specialization via unfold/definition/fold




Unfold / Fold

“replace Ihs by rhs”

a(X) — X,;21 A b(X,Y)

b(X,Y) — X.20 A c(X,Y)

unfold

>

—>
a(X) «— X21A }26/\ c(X,Y)

b (X,Y) < X,20 A ¢(X,Y)

unfold is clause removal if the constraint is unsatisfiable.




a(X) — X,;21 A b(X,Y)

b(X,Y) — X,20 A c(X,Y)

Unfold / Fold

unfold

<

>

fold

a(X) <« X221 Ac(X)Y)

b (X,Y) « X,20 A ¢(X,Y)

“replace rhs by hs”




2. CLP = Specialized CLP (2)

Bw:

1. unsafe «— X;21 A X,=0 A bwReach(X,,X,)

2. bwReach(X,,X,) « X';= X;+X, A X',= X,+1 A bwReach(X',,X,)
3. bwReach(X,,X,) <« X,>X,

def-intro:
4. new1(X,,X,) «— X,21 A X,=0 A bwReach(X,,X,)

fold 1:
1f. unsafe «— X,21 A X,=0 A new1(X,,X,)

unfold 4:

def-intro:
new2(X,X’,) «<— X,21 A X',=1 A bwReach(X',,X’,)

new3(X”,,X",) «— X"21 A X",=2 A bwReach(X",,X",)

nontermination @



2. CLP = Specialized CLP (3)

def-intro:

5. new2(X;,X,) «— Xi21 A X,20 A bwReach(X;,X,) generalization
4uf. new1(X,,X,) < X.21T A X,=0 A X',2X; A X',=1 A new2(X',,X,)

From 5 by unfold-fold:

6. new2(X,,X,) «— X221 A X,20 A X=X +X, A X',=X,+1 A new2(X",,X,)

7. new2(X,,X,) <« X;21 A X,>X,

SpBW: information
1f. unsafe «— X,;21 A X,=0 A new1(X;,X,) from the initial states

4uf. new1(X,X,) «— X,21 A X,=0 A X';2X; A X',=1 A new2(X',,X,)
6. new2(X,X,) < X,21 A X,20 A X=X+ X, A X';=X,+1 A new2(X',,X’,)
7. new2(X,,X,) <« X,21 A X,>X,

Th 2: unsafe & M(Bw) iff unsafe £ M(SpBw)




Generalization: Convex-Hull + Widening (1)

definition: new definition:
X21T A X,=0 X21T A X,=1
X21 A X,=0 A X,20 X21T A X=1 A X221
0 I

Convex-HuIIJ

X,21 A X, 20 A X, < 1
0 1
@ @




Generalization: Convex-Hull + Widening (2)

definition:
X21T A X,=0

X,21 A X,<0 A X,20

X,21 A X, 20 A X, < 1

Widening

A
X21 A X,20




Computation of the Least Model

e ™
Bw:
1. unsafe «— X,;21 A X,=0 A bwReach(X,,X,)
2. bwReach(X;,X,) < X',= X;+X, A X',= X,+1 A bwReach(X',,X,)
3. bwReach(X,,X,) «— X,>X,
m The computation of M(Bw) does not terminate. @
- Y
/SpBw: )

1f. unsafe <— X,21 A X,=0 A new1(X;,X,)

4uf. new1(X,,X,) «— X,21 A X,=0 A X',2X; A X',=1 A new2 (X', X,)

6. new2(X, X,) «— X21T A X,20 A X' =X+X, A X',=X,+1 A new2(X',X’,)
7. new2(X,,X,) <« X;21 A X,>X,

m The computation of M(SpBw) terminates: @
unsafe ¢ M(SpBw)
new1(X,,X,) < false
new2(X’;,X’,) «— X .21 A X',>1




3. Specialized CLP = New Specification

SpBw:

1f. unsafe <— X,21 A X,=0 A new1(X,,X,)

4uf. new1(X,,X,) «— X,;21T A X,=0 A X';2X; A X' ;=1 A new2(X',,X,)

6. new2(X;,X,) «— X,21 A X,20 A X' =X+X, A X',=X,+1 A new2(X',,X',)
7. new2(X,,X,) <« X;21 A X,>X,

y

SpVar: enumerated Xp {new1, new?}; integer X,; integer X,;
Splnit: X;21 A X,=0 A X,=new1
SpTrans: ( X;21 A X,=0 A X=new1 A X';=X; AX,=1 A X =new2) Vv
(X;21T A X20 A X =new2 A X=X +X, A X,=X,+1 A X =new?2 )
SpSafe: 7 EF ( X421 A X,>X; A X,=new2 )

Th 3: unsafe & M(SpBw) iff the specialized system is safe



Improvement of Termination

Specification:
Var: integer X,; integer X,;
Init: X;>1 A X,=0 The verifier ALV fails. ()
Trans: X';= XX, A X',= X,+1

Safe: 7 EF (X,>X,)

Specialized Specification:

SpVar: enumerated Xp {new1, new?}; integer X;; integer X,;

Splnit: X;21 A X,=0 A X,=new
SpTrans: ( X;21 A X,=0 A Xj=newl A X'y=X; AX,=1 AX=new2) Vv
(X;21AX20 A X =new2 A X=X+ X, A X=X+ A X =new? )
SpSafe: 7 EF ( X421 A X;>X; A X' =new2 )

The verifier ALV succeeds! @



Verification using Specialization

Proposed method:

_. algorithm 1

-
-

1. Specification = Constraint Logic Program
_. use of specializers (MAP, etc.)

-
-

2. Constraint Logic Program = Specialized Constraint Logic Program

_.- algorithm 3
3. Specialized Constraint Logic Program = Specialized Specification

_. termination of the verifier (ALV, etc.) is improved.

-
-
-

The verifier is apblied to the Specialized Specification.




MAP

MAP: a tool for program transformation, program specialization, etc.
http://map.uniroma2.it/mapweb

MAP - Specialization-Based Reachability Analysis of Infinite-State Transition Systems

2. Options Selection

% Bakery Protocol 2 processes - safety [Delzanno-Podelski,2001]
%

% Transitions

—Specialization Options:
Invariant: invl v
Timeout: 10s v

Default ‘@ Custom

(Erg

t(s(t,A,S,B),s(w,D,S,B)) :- D=:=B+l, A>=0, B>=0.

t(s(w.A,S.B),5(u,A,S,B)) :- A<B, A>=0. o

t(s(w,A,S,B),s(u,A,S,B)) :- B=:=0, A>=0. —Generalization Parameters:
t(s(u,A,S,B),s(t,D,S,B)) :- D=:=0, A>=0, B>=0. —=|

t(s(S,A, t,B),5(S,A,W,D)) :- D=:=Atl, A>=0. MaxCoeff: off v
t(s(S,A,w,B),s(S,A,u,B)) :- B<A, B>=0. Firing Relation: va,l:iant v|
t(s(S,A,w,B),s(S,A,u,B)) :- A=:=0, B>=0. — S
t(s(S,A,u,B),s(S,A,t,D)) :- D=:=0, B>=0, A>=0, Gen. Oper.: Widen A/

% Elementary Properties
elem(s(u,A,u,B),unsafe) :- A>=0, B>=0.
elem(s(t,A,t,C),initial) :- A=:=0, C=:=0.
%elem(s(w,A,w,A),initial):- A>0.

% Temporal Properties

invl :- unreachable(backward,initial,unsafe).

Specialize

Gen. Param.: | €_leq maxsum v

—Polyvariance Parameters:

Partitioning: single v
Include Foldable: |include v

Candidate: |Ww.r.t. ances_t?g v

Post-Folding: ‘most general W v

Help:




Generic Specialization Algorithm

Input: program Bw
Output: program SpBw such that unsafe &€ M(Bw) iff unsafe &€ M(SpBw)

Initialization: SpBw := {unsafe « init,(X) A newu,(X),...};
InDefs := {newu, (X) « init,(X) A bwReach(X),...};
Defs := InDefs;

while there exists a definition C: newp(X) « c(X) A bwReach(X) in InDefs
do unfold C, thereby getting a set SpC of clauses;
while there exists a clause E: newp(X) < e(X,X’) A bwReach(X,X") in SpC

do definition introduction (use of generalization w.r.t. Defs);

fold, thereby getting new sets of clauses: Defs, InDefs, and SpC;
od
SpBw := SpBw U SpC;
od




System Verification using ALV

Times in milliseconds. SpSys includes also the specialization time.
1 means “unable to verify’.

o0 means “more than 600 seconds”’.

Backward : default Backward : A Forward : F
22 Systems Sys iSpSys Sys iSpSys Sys SpSys
Bakery 3 0.70 0.25 0.69 0.25 0 0.25
Peterson 56.49 0.10 0 010 | *® 213.48
Futurebus 0.26 0.68 1 1 0 0
MESI 0.01 0.02 1 0.03 0.02 0.07
Reset Petri Nets| © 0.02 1 1 0 0.01
Verified: 18 22 7 19 11 21




Conclusions

® A program specialization, uniform technique for improving performance

of verifiers based on “fixpoint computations”.

® Specialization improves precision (i.e., the number of verified properties)

but may increase the verification time.



Future Work

® Perform more system verifications and check scalability of the approach.

® Study of powerful generalization operators.

® Combined use of program specialization and abstract interpretation

techniques.
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